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Being the rapporteur's report on The Central Securities Clearing Systems Plc
(CSCS) Cybersecurity Conference 2024 held in collaboration with the Office
of the National Security Adviser Themed Cybersecurity: Synergizing Al and
Infrastructure held at Transcorp Hilton Hotel, Abuja, on October 17, 2024.

@ Executive Summary

The 2024 Central Securities and Clearing Systems Plc (CSCS)
Cybersecurity Conference considered the theme
Cybersecurity: Synergizing Al and Infrastructure. The
conference brought together key stakeholders from the
public and private sectors and security agencies. Following a
fireside chat, the conference featured four panel sessionsand
eight presentations. Participants collectively acknowledged
that although technological innovations and advancements
in artificial intelligence offer significant opportunities, there
is a considerable shortfall in essential digital infrastructure,
regulatory frameworks, and the requisite skills to harness
these advancements and proactively address potential
misuse effectively. As a result, cyber threats continue to pose
a persistent challenge. Ik Osakioduwa was the event
compere.

This report is presented under the following headings:
Address by Key Stakeholders

Key Insightsfrom the Fireside Chat
Presentationsand Key Views Across Plenary Sessions
Simulation Attack Presentation

Raffle Draw and Outcome
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Address by Key Stakeholders.

Welcome Address by Mr Temi POPOOLA,
Chairman, Board of Directors CSCS Plc

The conference commenced with a welcome
address by Mr Temi Popoola, Chairman of the
Board of Directors, CSCS Plc. The speaker
welcomed all attendees to the fifth CSCS
conference, organised in partnership with the
Office of the National Security Adviser (ONSA) as
Co-host. The Chairman noted the timeliness and
critical nature of the 2024 Cybersecurity
conference theme, noting the increasing capacity
of a single cyber-attack or cybercrime to disrupt
nations and the projected annual cost of
approximately $10.5trn.

Ai's predictive capabilities and lightning-fast
response present an opportunity. However, Mr
Temi noted Al's ability to introduce
unprecedented risks. The sobering statistics and
costs that could result from Al's duality of
opportunity and threat amidst cybercrime
concerns emphasize the increasing need for
collective engagement and contributions by all
stakeholdersin a bid to harness Al's power to build
secure digital ecosystems, balance innovation and
security,and shapethefuture.

Goodwill Message by Dr Emomotimi AGAMA,
DG, Securities and Exchange Commission (SEC)

“Cybersecurity is not merely a technological issue;
itisastrategicimperative.”- Emomotimi AGAMA.

The SEC DG described the Cybersecurity
Conference astimely and even more critical today
than previously envisaged in driving
awareness/education and bringing to light the
most pressing issues within the space. The
speaker noted that cybersecurity is no longer an
isolated concern but has become rooted in the
socio-economic systems across global economies
and markets. Technological disruptions such as Al
have resulted in efficiencies; however, they have
also brought cyber risks that must be recognised
and guarded against to preserve and maintain the
trust and integrity of the capital and financial
markets. Real estate market trends.
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Precedents such as the COVID pandemic
accelerated reliance on technology, remote work,
and digital platforms emergence increased the
need for measures/infrastructures to enhance
cybersecurity measures and protect individuals,
organisations, and sectors from threats in
cyberspace. Robust cyber risk strategies and
infrastructures are thus desired as a critical
component in sustaining financial stability and
national security. The SEC head noted the
importance of greater collaborations and
partnerships, such as those witnessed between
CSCS and ONSA. Additionally, the speaker noted
the place of emerging Intelligence, such as Al,
playing a key role in the fight against cyber threats
while offering the capability to monitor vast data,
speedy analytics and accuracy, and reduced time
of monitoring fraud incidence/ threats and
response.

The speaker notes the SEC's commitment in
ensuring that the capital market is protected by
robust cybersecurity frameworks that balance
innovation with accountability. Additionally, Al
holds great promise. However, it must be
complemented by the proper infrastructure.
According to the SEC DG, “Where infrastructure is
still developing, security must be integrated at
every layer frorm communication networks to data
centres.” The SEC DG described the CSCS as the
Nigerian capital market's world bank. Its
protection requires the collaboration of all
stakeholders to secure a resilient digital
environment capable of withstanding emergent
threats.

Conference Opening Address by Ahmed SAAD
ABUBAKAR, National Cybersecurity
Coordinator, ONSA

Mr Ahmed Saad emphasised that maintaining
critical infrastructure was the role of every
stakeholderandthatthe bestapproachisawhole-
of-government and whole-of-society approach.
According to the speaker, two transformative
forces can be observedin currenttrendsin Nigeria:
the rapid emergence of Al and the growing need
to secure national assets as reliance on digital
infrastructure hasincreased vulnerability to cyber-
attacks. Al emergence presents both challenges
and opportunities. The challenge is that
technology users will never know when they will
be hit; however, they could also serve to protect
and coordinate the fight against cyber threatsand
cybercrime activities.

Mr Ahmed highlighted the efficiency that could
be derived from proactive measures to curb cyber
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risks. The speaker recalled the positive outcomes
derived through the EFCC's fraud forums prior to
the emergence of the Cybercrime Act. The
speaker noted that during this period, banks were
not mandated to reportincidence of cyber attacks.
Still, the evolving cyber regulatory provisions and
the emergence of the Cybercrime Act mandated
thatall critical information infrastructures disclose
all cybercrime incidents to the Nigeria Computer
Emergency Response Team (NCERT) or face
sanctions.

In 2024, upon the ONSA's recommendation to the
President, key infrastructures have been
designated and gazetted as critical national
information infrastructure (CNII) within the ambit
of the Cybercrime Act 2015. Due to the need for a
protection plan for these CNIl's, collaborative
efforts between public and private agencies must
be geared toward developing a national
protection plan for these assets.

Going forward, the ONSA will host a workshop on
CNIl's on October 28-29, 2024, to discuss/examine
the gazette and develop a clear mandate on
processes and procedures to protect Nigeria's
Critical National Information Infrastructures.
Finally, the speaker commended the collaboration
between CSCS and ONSA, noting the need for
greater cooperation by all stakeholders to protect
criticalinfrastructuresto curb cybercrime.

Keynote Address by Haruna Jalo-Waziri,
Managing Director/CEO, CSCS Plc

“Our collective knowledge is our greatest asset” -
Haruna JALO-WAZIRI

Following Thomas Murray's cybersecurity ratings,
CSCS moved to lead the way towards digital
infrastructure protection by extension, scaling up
and automating cybersecurity processes, which it
has commenced by virtue of its Cybersecurity
Week and Cybersecurity Conference 2024. The
CSCS MD expressed special appreciation to all
partners, attendees, and the CSCS team. The CSCS
MD also appreciated the partnership and
collaboration between CSCS and ONSA, the
conference's co-host.

Navigating deeper into the 21st century, new
vulnerabilities have emerged in technological
advancements presented by the information age.
Mr Jalo-Waziri notes that technological
advancements can be powerful allies or
dangerous adversaries. The potential of
technologies such as Al must thus be harnessed;
however, threats must also be considered. Citing
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the 2024 Cybersecurity Ventures report, the
speaker noted that global cybercrime damage
costs are projected to reach $10.5trn by 2025, up
from $3trn in 2015, underscoring the need for
robust cybersecurity measures. A report by
Checkpoint Research reveals that ransomware
attacks have risen by 45% in 2024. The Nigerian
cyberspace landscape has remained challenged,
with businesses facing an average of 2650 cyber
attacks weekly.

Protecting digital infrastructure has become
paramount with the increased reliance on digital
systems. The cybersecurity infrastructure agency
notes that practical implementation can predict
and prevent cyber attacks. The speaker notes that
the intrusive impact of social media, capable of
amplifying cyber threats, must be considered in
decision-making. Trusted networks with diverse
expertise and air gaps must be created to foster a
more resilient cybersecurity network. According
to the CSCS MD, the intrinsic value of human
intelligence should not be forgotten. More efforts
should be geared toward understanding cyber
risks and taking proactive measures to curb these
risks.

H.E. Kashim SHETTIMA GCON, Vice President of
Nigeria

“The task ahead is clear: to guide the expansion
and utilisation of Al within a resilient, secure
future."- Kashim SHETTIMA

The Vice President delivered a welcome address
via pre-recorded video message. Mr Bashir
Mohammed Shuaibu, the special assistant to the
President on ICT Systems and Digital Skills, who
represented the vice president and delivered the
speech, noted that Al speaks to the heart of the
industrial revolution, and its potential can only be
harnessed ifinfrastructures are optimised.

The convergence of Al and critical infrastructures
presents enormous opportunities and poses
unprecedented security risks. The risks could be
associated with bad actors that leverage Al to
launch sophisticated cyber attacks. The vice
president asserts that the solution lies in building
a robust, secure foundation for Al. As Al becomes
the backbone of modern infrastructure, its
security must be paramount. To mitigate cyber
threats, cybersecurity must be embedded in every
level of Al-driven security systems. The vice
presidentaddsthatethicsand trust must beatthe
forefront of every Al security system with the
proper governance framework.
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@ Address by Key Stakeholders.

Technology has become rooted in the functioning of all critical infrastructures, and recent years have seen
military and defence structures face an evolving cyber risk demanding a stronger and coordinated response.
The panel session, moderated by Ibukun ADEBAYO, Co-Founder and Director of Restitution Capital,
broadly considered “the state of cybersecurity in Nigeria and key challengesin Nigeria's cyber landscape.

FIRE SIDE CHAT: KEY INSIGHTS FROM PANELISTS

"Maj. Gen. Emmanuel Undiandeye:'l "-Maj. Gen Kudayasi Ayanuga,
Deputy Director ICT, Nigerian Commander, Nigerian Army
Defence Intelligence (NDI) Cyber Warfare

'Ahmad Saad Abubakar, National |
Cybersecurity Coordinator, ONSA

@ The state of cybersecurity in || @ Conventional warfare is drifting @ The Nigerian Army Cyberspace

Nigeria will only be holistic with th
right regulations and laws.

@ These laws which have evolved in
Nigeria, include: the 2007 Advance
Fee Fraud Act;,

@ The 2011 Digital Evidence Act which
mandated the presentation of
digital evidence when cybercrime
occurs:.

@ The 2015 Cybercrime Act which
part 2 emphasizes coordination
and protection of critical National
Information Infrastructure, while
part 3 deals with offences.

A review of these laws, reveal that
a fundamental challenge remains
coordination.

Laws must be standardized, and a
whole-of-government and whole-
of-society approach must be
adopted.

@ ONSA seeks to drive cooperation

towards digital warfare.

@ The Nigeria Army has leveraged Al
in many ways, such as its use in
UAVs and drones, surveillance,
target acquisition, intelligence
gathering, battle analysis, and
counter-terrorism activities.

@ The army's cybersecurity schools
and networks use Al in terrorism
network identification, information
coding, training, and report
tracking systems.

@ The NDI produces structures used
in cyber warfare school training to
reduce external dependences.

@ Army farms and medical arms are
exploring Agritech and Health-tech
to enhance food production and
Medicare for frontline soldiers.

@ Need for a continuous drive
towards proactive IT-based
solutions in heightening
cybersecurity.

faces skill gap challenges.

@ Businesses and foreign vendors

want to use Al structures to
leverage profits while the army is
on duty to save lives and ensure
national security.

\

|
There are significant risks to \
continuously running some of the |
army's operational plans and ‘
procedures on foreign-based
systems.

A preferred situation will be
engagement in capacity building
to transfer knowledge and
technologies from foreign entities
to Nigeria.

ONSA and private sector efforts |
are required to bring together ‘
resources for critical cybersecurity ‘
infrastructure and Al integration. ‘

Low human attitude to cyber risks
is being tackled with iterative
training programs by the army.

and coordination in the next couple
of months, aiming to ensure that
higher instances of cyber threats
and crimes reported and dealt with

® Presentations and Key Views from the

Plenary Sessions (Breakout Rooms).

The conference featured eight presentations and
four plenary sessions

Presentation 1: Harnessing the Power of
Artificial Intelligence in Your Cyber Security by
Yemi KERI, CEO Hackerbella Limited

The presenter highlighted the increased adoption
of technology and devices in Nigeria, which has
seen organisations' increased reliance on data.

Intelligence incorporation and
collaborations must be heightened

Proshare

Data must be protected, and in Nigeria, a lot
remains to be done around data protection. Third-
party integration of systems by organisations
must be done, noting the level of security
structures/systems of such APIs used in
integrations, and data encryption must be
ensured.

On strategies for enhancing cyber security, the
Hackerbella CEO emphasised the role of
management and the board in putting in place
matrices that ensure proactive structures are in
place while leveraging Al. In leveraging Al strategy
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for cybersecurity, the CEO notes that Als have
been trained and are capable of revealing patterns
that guide informed decisions. The power of Al
must thus be leveraged to enhance cybersecurity
inorganisations.

Harnessing the power of Al ensures early threat
detection through Al isms, predictive analysis, Al-
based phishing, and cloud security, among other
things. Board and management must ensure
strategies that embed Al into organisations' cyber
security strategies.

Presentation 2: Cybersecurity and Al: Enabling
Security While Managing Risk by Adedoyin
ODUNFA, CEO Digital Jewels

The presenter, describing Al as a double-edged
sword on steroids, explained that Al's dual
potential could transform the business and the
wealth of nations; however, it also presents
increased risk, cost, and competition
disadvantage. Theimpact of ITisevidentinthetop
ten most valuable brands globally, which are all IT-
enabled. Digital leaders are, therefore, found to
perform betterthan digitallaggardsas ITwasseen
toimprove performance across organisations.

The presenter describes IT as the game changer
but Al as the game changer on steroids. Stressing
Al's benefits, the presenter stated that Al helps to
improve efficiency, aids medical advances,
promotes creativity, aids better decision-making,
creates business opportunities, promotes device
personalisation, and impacts the environment. Al
applicationsin cyber security extend to identifying
and predicting possible breaches, faster incident
response, managing vulnerability, quick analysis,
fraud detection,and cloud security.

Relative to Al's possible risks and challenges in
cybersecurity, the CEO identified bias and ethical
concerns, large data requirements, skills gaps, and
regulatory considerations. On the dangers in the
Al pipeline, the CEO identified data collection and
handline, model training, systems architecture,
and modelinference.

According to the presenter, the challenges
between the promise and Al mean there will be
more phishing campaigns; however, Al can also
boost cyber security and give precise predictions.

Presentation3: State of Exploitation across the
Internet by Dr. Obadare Peter ADEWALE,
Founder & CEO, Digital Encode

Al is revolutionising systems and operational
modes, presenting both opportunities and risks.

The Rapporteurs Report on The Cybersecurity Conference 2024: Cy i izing Al and

Dueto Al'sdual possibilities, Dr Obadare describes
“the state of the internet today as one of the good,
the bad, and the ugly.” The Dr notes that cyber
threats and electronic fraud are two monsters
fighting cybersecurity and destroying the internet
experience of usersand organisations.

Systems are increasingly being digitally invaded,
and the cybercrime economy has become the
third-largest economy today. Analysts project that
the next global crisis will be a cyber pandemic. The
presenter showed that any system can be digitally
invaded, implying that the architecture, design,
implementation, and operation of an innovation
may falter due to vulnerabilities. Organizations
should consider risks internally and externally. The
CEO states that no matter how novel a technology
is, there will be a digital invasion if security is not
builtintoit.

The Digital Encode CEO gave examples of OpenAl,
which was digitally invaded; Maersk, which
suffered a ransomware attack that cost it over
$300m; and an unnamed Hong Kong firm, which
suffered a $25.5m loss due to a deepfake attack.
These vulnerabilities come in different forms. One
method to monitor for breaches is using the
website haveibeenpawned.com, where the
presenter encouraged users to enter their emails
to check for incidents, noting that a red indicator
would signify a breach.

The presenter advocated for fostering digital trust
in the cyber intelligence quotient and having the
right skills and technologies, noting that
protection is about people, processes, and
technologies. The CEO concluded that there is a
need to build digital trust IQ to ensure zero or
minimal cyber-attack vulnerabilities.

Presentation 4: Talent In the Age of Cyber
Security and Al by lyinoluwa BOYEJI, Co-
Founder, Future Africa

Following personal experiences with cyber attacks
and actions taken to curtail such threats, the
presenter discussed how the Hustle Kingdom has
consistently contributed to increasing cyber-
attacks.

The presenter states that Cybercrime in Nigeria
has moved from a crime to a culture. The
presenter advocates for creating measures/means
of turning these talents into an opportunity and
converting them to cyber analysts/cyber warriors,
which will promote breakthroughs in several
investigationsand give them a better life after a life
ofcrime.
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Plenary Session

The first break-out panel session, moderated by Dr. Obadare P. ADEWALE, Founder and CEO of Digital

The Rapporteurs Report on The Cybersecurity Conference 2024: Cy

Encode, broadly considered “The State of Exploitation Across the Internet.”

BREAK OUT SESSION 1: DISCUSSANTS AND VIEWS

Ronke Bammeke, Non-Executive

Director, Fidelity Bank

‘ @ The board of organisations sets
strategic decisions, including in
cyber security.

@ The board must be ready to learn,
ask questions, and ensure that
cyber security is not merely seen
as an IT function but an
organizational-wide responsibility.

@ The speaker noted the case of
Fidelity Bank where employees
and board members are mandated
to take tests on phishing and
required to take trainings if test is
not passed.

Setting direction requires
knowledge from board members.

Indices must be put in place to
measure the results/effectiveness
of cyber security levels in the
organization via setting KPls.

KPIs must be set and reported not
only at IT committee level but also
at the risk and management
committees.

@ The reported KPI results also guide
enterprise, Risk, Management
(ERM), and resource allocation
decisions.

e

Folagbe Adeyemi, MD, Splinter

|

Limited, VFD Group

)

@ The speaker notes that organizationsi

o

Q

(PJ

On the need for management to
stay informed about cyber security
threats, the speaker noted the

need to fully recognize/appreciate
the role of technology in digitalizing
the nature of organizations.

are more poised to protect
technologies by understanding
how these technologies drive/give
competitive advantage.

From an ownership perspective,
the organization's boards must lead,
and from a policy perspective, there
is a need to create ownership,
possibly through having a CISO or

a chief digital officer in
organizations. The operational
process must also be considered.

Organizations must understand the
threats they are exposed to.

The tools for identifying threats
must also be integrated into the
organization.

On the recent compliance and
certification requirements by the
CBN and their effectiveness, the
speaker stated that the CBN's
compliance requirements are
effective and helpful in ensuring
industry stakeholders are trained
and engaged in implementing a
cybersecurity framework.

Aland

Yemi Keri, CEO, Hackerbella
Limited

o

(P)

@

@

@
@

()

Q

Commenting on the best risk
management integration strategies,
the CEO and FCMB board member
noted three levels.

Integrations begin with the
management's ability to identify
the risks that affect the organization
across the board, including cyber
risks.

The tools and the processes are the
other levels of risk management
integration strategies.

Organizations must ensure clear
lines of communication for robust
risk management outcomes.

Organizations must set risk
tolerance levels.

Risks are evolving and threat actors
have expanded.

Organizations and solutions
providers must constantly improve
the cybersecurity frameworks in
place.

Due to evolving technologies,
organizations will continue to have
high capital spending on security
technologies and the security
structures must leverage on Al.

Proshare
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The second break-out panel session, moderated by Tobe NNADOZIE, Divisional Head of Business Technology
and Digital Innovation at CSCS Plc, focused on “Expanding Attacks Surface: How Al has Impacted this.”

BREAK OUT SESSION 2: DISCUSSANTS AND VIEWS

~

Walid Bou, Abssil, Country
Manager SHELT

| @ In identifying the key factors drivin
the expanding attack surface in
today’s digital vulnerabilities, Mr.
Walid noted the need to identify
maturity levels, including the
unprepared, the reactive, and the
proactive.

@ While unprepared organizations
lack the right people and
technology and make others
vulnerable to cyber-attacks due to
linked chains, reactive organization
act after threats or attacks.
Proactive organizations have a high
level of maturity and the right
people and technology to curb
cyber-attacks before they occur.

@ Attack surfaces hinge on 3 core
pillars and organizations could be
exposed to vulnerabilities through
these pillars - people (users),
processes, and technologies.

In onboarding devices to have
visibility, Mr. Walid noted that
visibility would only come with the
right integration and
implementation.

@ According to the speaker, visibility
must be prioritized, and what, how,
and when, as well as immediate
remediation strategies in cases of
threat, must be clearly defined.

Rex Mafiana, CEO, FPG Group

@ In handling attacks, the FPG Group

CEO noted 7 major areas to include;
Q ion: organizations must
ensure environment segmentation

to identify and manage risks.

Q the right policies cover
every level of the organization and

ensure cyber resilience.

his extends
to people and device identities.

Q zc Techs and Strategies to
manage attack surface.

O vi Organizations must
continuously invest in visibility.

O Alv ; the kind of
Al supporting all technology used
must be considered and understood.|

Intelligence gathering must be ‘
continuous for this process.

Continuous awareness and
capacity building must be ensured,
and Security issues must be turned
into opportunities through capacity
building. About 4 million to 6 million
cyber security experts are currently
needed worldwide.

In managing cases where the entire
system may be brought down due
to expanding attacks, the CEO
noted that full geofencing and full
segmentation are still required as
vulnerability covers.

Segmentation guides priorities in
defining 10Ts and purifying
connectors in which visibility can
be built.

@ The speaker notes the need to
ensure continuous security
validation, and that Al remains a
critical part of the visibility process
with the capability to flag alien data,

Adedoyin Odunfaa, CEO Digital
Jewels

@ The speaker emphasized the need
to clearly define what IT
infrastructure refers to and the
need to be clear about the risks
organizations are exposed to.

The Digital Jewels CEO called for
the need for the tri-action by
organizations, including.

@ Heightening of awareness level of

organizations to risks associated
with devices and technology used.

@ The speaker noted that high-level
vulnerabilities must be under firm
preview, and access controls must
be a high priority.

Due to rising personal identity .
cybercrime, the Digital Jewels CEQ
reemphasized the role of personal
awareness of organizations and
personnel.

The speaker referred to awareness
as an asset that must be protected.
According to the speaker, digital l
footprints left on social media also
serve as a source of personnel
vulnerabilities, which links to
organizations’ vulnerabilities.

@ Organizations must, therefore,
ensure process controls.

Proshare

Presentation 5: Building Resilient Financial Systems: Al’s Role in Cyber Defence and Incident Response
by Aisha ALI-GOMBE, Director, Cybersecurity Clinic, NSA, United States.

Increasing adoption of technologies requires the integration of cyber resilience frameworks. The presenter
describes cyber resilience as the ability of institutions and infrastructures to adequately put in defence

www.proshare.co |@

Page 7 of 16



The Analyst Note. I Proshare. I Issue Date: Wednesday, December 4, 2024

mechanisms to protect themselves against
threats, rapidly respond to threats and recover
rapidly using advanced technologies. To be cyber
resilient, organisations must adopt best practices
and compliance and ensure a culture of
collaboration, information sharing and education
of the workforce. The presenter showed that
intrusion is at the top of threat incidents in the
global cyberspace system, while in Nigeria, social
engineering emerged asthe biggest threat.

The presenter noted thatachieving absolute cyber
resilience may be difficult; however, the goal of risk
and disruption minimisation must be a priority.
Highlighting findings from a 2024 IBM report
revealed that about 3000 cyber incidents were
recorded in 2023, up from 1800 in 2022. Over 1000
data disclosure cyber incidents impacting about
1000 institutions and 16mn users were recorded.
The IBM data also revealed that the health and
finance sectors were among the top 5 most
vulnerable. Further data revealed that about
1.3mn phishing attempts were recorded in the
banking sectorin Nigeriain 2023.

On leveraging Al to optimise processes and
enhance security, the presenter notes that the Al
landscape contains algorithms specific to cyber
security, such as anomaly detection, adaptive
models, predictive models, clustering, and
classification systems. These models/algorithms
can be applied to enhanced cyber security
through insider threat detection, anomaly
detection plus clustering to find malicious
activities, phishing detection, EDRand NDRs.

The presenter notes that cybersecurity is a
collective issue and must not be dealt with in
isolation. Organisations must engage in
collaborations and intelligence/information
sharing. On the challenges Al poses despite its
applicability to cyber security, the presenter
outlines scrutiny of the actual Al system, which
can be vulnerable, Al's ability to make wrong
decisions, skill gap/knowledge, ethics, data
privacy concerns,and regulatory challenges.

Presentation 6: Leveraging Al in the
Advancement of Cyber security — by Bello
HAYATUDEEN, Director, Crisis Sector, ngCERT.

The ngCERT director introduced ngCERT and its
mandates, such as developing and implementing
policies that leverage opportunities from
technologies such as Al. The ngCERT proactively
seeks to use Al to detect and examine attack
patterns and provide significant and proactive
responsestothreatsacross diverse sectors,such as
defenceandfinance.

The Rapporteurs Report on The Cybersecurity Conference 2024: Cy i izing Al and

The speaker affirms that Al's advantages include,
but are not limited to, threat detection, automated
responses to threats, predictive analysis, resource
optimisation, enhancing human skills,
development of network security potential,
identity management, phishing detection, user
behaviour analytics,and threatintelligence.

The speaker adds that the president's critical
infrastructure protection executive order is in
force. The speaker notes that the president's
executive order on designating identified
infrastructures across 13 sectors with national
status requires a protection plan,and ngCERT was
among the key developersof such a plan.

According to the speaker, Nigerian cyberspace still
faces challengesin leveraging Al, notably in issues
related to data privacy, and skills gaps persist. In
conclusion, the speaker notes that Alisan enabler,
not a threat, emphasising the role of R&D in
promoting security.

Question from an attendee/cyber security
enthusiast (Elizabeth AKUSA): Given recent bank
network service failures, are there ways to mitigate
therisk of cyber glitches?

Answer: No report of infrastructure hack has been
received by any banks. ngCERT, however, does not
failtoactonallreportedincidents.

Presentation 7: Proactive defence through
rigorous crisis management by Collins
ONUEGBU, Chairman, Signal Alliance
Technology Holding and Bamidele
OGUNMAKIN, Cybersecurity Architect -
Microsoft Security Enterprise Services.

The presentation focused on national
infrastructure security. The presenters showed
that cyber attacks on public infrastructures have
doubled in the last two years. Attackers are
increasingly using Al to attack. The presenter
revealed that in 2024, about 65trn signals were
detected and analysed by Microsoft. Microsoft is
noted to have increased its investment in security
experts training in 2024 and tracked 1,500 threat
actorsin 2024 relative to 300 in 2023.

However, organisations have expressed
challenges in responding to attacks, including a
lack of clear guidance on how to respond, a
limitation in the number of devices protected, a
large volume of attacks undermining proactive
measures in place, and creating synergy in
orchestrating aresponse with other organisations.
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With respect to what can be done to prevent attacks, the presenters advocated for preparation through
proactive measures, communication and awareness, execution, and a playbook on how to respond should be
in place. From a cyber security point of view, the most important of these actions are to protect identities,
protect device identities, protect data, and automate response strategies. In conclusion, the presenters noted
the possibility of the strategy to work with a modern security operation centre at the top.

Presentation 8: Mitigating Al parallel attacks on critical infrastructure strategy for security- By Jimi
FALAIYE

Mr Jim Falaiye focused on protecting assets/devices and infrastructures that have become integral to firms'
operations. Certain Al that power malware can adapt to real-time scenarios, prompting attacks on
organisations. The scale of Al-powered attacks raises concern, as recent events have seen a single-source
attack affect global operations.

The speaker noted Al's ability to analyse large amounts of data. If weak spots are not identified, threat actors
can identify and exploit possible vulnerabilities. Data manipulation and tampering using Al affect individuals'
and organisations'decision-making.

In mitigating threats, Mr Jimi advocated for continuous assessment of cyber security levels, resilience, threat
modelling, integration of several defence layers, segmentation to limit attack spread and contain breaches,
industry collaboration, the need to adhere to standards, continuous monitoring, and proactive response
systems.

The speaker concludes by noting that people are the weakest link to cyber security, thus the need for constant
personnel training and awareness by organisations. Organisations must also have cybersecurity drills, such as
phishing drills,as attack response measures.

The third break-out panel session, moderated by Aisha ALI-GOMBE, Director of Cybersecurity Clinic, NSA, US,
focused onthetopic “Critical Infrastructure Protection and International Coordination.”

BREAK OUT SESSION 3: DISCUSSANTS AND VIEWS

Dr Abdulawan Ahmed Muhammad,
Director, Cybersecurity Department,
NITDA, representing Kashifu Inuwa

Abdullahi, Director-General, NITDA

Prof Abdullahi Muhammad Yau,
Director, Cybersecurity Training
Institute

Collins Onuegbu, Director, Software
Chairman, Signal Alliance
Technology Holding

@ Commenting on the most @ Critical infrastructures are an @ The evolution of the context of war

significant threats Nigeria, the
NITDA director identified;

@ Geopolitical crises which are not
limited to just Nigeria.

@ Social crises like protest and banditry
have in some cases led to destruction
of public structures and fiber cables
of the telecom service providers.

@ Natural disasters like flood witnessed
in Maiduguri.

@ cyber-criminal activities and attacks.

NITDA, with the mandate of
regulating ICT in Nigeria, ensures
compliance enforcement, which it
has been doing through several
frameworks and policies, such as
the requirement for a clearance
process by all entities initiating an
ICT project by MDAs in Nigeria.

essential part of Nigeria’s cyber
ecosystem and the security strategy
for its must be robust.

@ Strategies must be in place to

identify threats; in cases where
threats occur, rapid response
measures must be in place.

@ The place of R&D is critical to

developing strategies for enhancing
a robust framework.

@ The ONSA has begun developing a
road map to guide strategies for
securing locally developed
technologies.

@ The level and extent of an asset's

importance to daily activities and
livelihood, which, when affected, will
create a chain reaction across sectors,
constitute critical infrastructures.

has seen many nations engage in
attacks against one another and
the future of war is leveraging on
technologies.

Nigeria must clearly define its
national infrastructures and create
threat scenarios for internal and
external cyber warfare.

Identification of attack vectors,
modes of attack, and response is
critical to building resilience to
cyber threats.

Key sectors, such as bank
structures, must be protected, as an
infiltration will halt the possibility
of transactions and massive losses.

Security infrastructures should
continually be formed via
collaborations between the public
and private sector enterprises.
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Dr Abdulawan Ahmed Muhammad, Prof Abdullahi Muhammad Yau, Collins Onuegbu, Director, Software
Director, Cybersecurity Department, Director, Cybersecurity Training Chairman, Signal Alliance
NITDA, representing Kashifu Inuwa Institute Technology Holding

Abdullahi, Director-General, NITDA

@ The NITDA also has policies related
to content development, cloud
computing, and blockchain
technology usage.

The NITDA ensures that its policies
meet global standards.

On measures to fill the skill gap in
Nigeria's cyber security landscape,
the NITDA cyber security
department organizes an annual
cyber security challenge in a bid to
identify talents.

Nigeria also scaled third place in
the recent ECOWAS cybersecurity
hackathon.

@ The ONSA has different threat actors
across different fields, which work to
identify internal and external threats
to critical infrastructures.

@ The ONSA is designing a protection

plan for several critical infrastructures

in the economy, collaborating with
other critical stakeholders.

Protection plan development will be
an activity of focus at an event by the
ONSA in the week ahead.

Commenting on international
collaborations on digital information/
intelligence sharing, the ngCERT
engages in collaborations and
intelligence sharing with other
nations on cyberspace activities.

;
@ Collaborations should begin right

@ The public sector must provide

N

from where projects are
conceptualized.

adequate regulatory guidelines to
enable the private sector enterprise
activities, promote industry growth
and protect users of products and
services.

Nigeria needs to align its education
system with its cyber skills needs,
identify the number and type of
experts required and measure to
deploy training within a specified
period.

J

Proshare

The fourth break-out panel session, moderated by Bello HAYATUDEEN, Director, Crisis Sector, ngCERT
Consulting Ltd, focused on “Cyber Intelligence as a Defending Fortress.” The session revealed that cyber
security isthe cornerstone of national security, enabling governments to identify and mitigate threats, protect
critical infrastructure, and formulate strategies. While challenges remain in implementation, the mandate of
sage guarding national interest cannot be overstated.

BREAK OUT SESSION 4: DISCUSSANTS AND VIEWS

Frederik Soendergaard-Jensen, Jimi Falaiye, Regional Manager, Ifeanyi Uche, Nigeria Police Force,
COO, LIFU Technologies, South West Africa & Tanzania-SOPHOS | | National Cyber Crime Centre
Africa

>
@ Being a Danish national, Mr Frederik | | @ The SOPHOS regional manager, Mr @ Ifeanyi Uche, Nigeria Police Force,

noted the level of cyber threats
Denmark receives from Russia due
to its support to Ukraine.

@ Through proactive cyber intelligence
structures by the Danish cyber force
and constant awareness activities to
citizens, threats are contained

@ cCiting IBM cyber threat data, the
speaker pointed at the growing
number of threats and critical
vulnerabilities and how the
weaponization time of some critical
vulnerabilities is now limited to
just 8 days.

Jimi, outline the critical role cyber
intelligence plays, amongst which
are its ability to:

@ Identify what threats exist in a system

@ Understand threat propagating
processes and scale of attacks

(P} Develop the right defense.

@ The speaker thus summarized the
uses of cyber intelligence to include;

@ Identification of threats
@ Risk assessment

@ Policy formulation and framework
building that give cyber resilience

@ Fostering collaborations and
awareness for holistic protection.

@ The speaker noted how the Nigeria

@ According to the speaker,

@ The police chief disclosed its role in

National Cyber Crime Centre

National Cyber Crime Centre
mandate of combating cybercrime
and related offences.

intelligence sharing and analysis
have been critical to the process of
cyber security enhancement and
cyber defense expansion.

dealing with several cyber threat
actors, including an arrest of a major
threat actor for executing about 600
transactions in 2 to 3 minutes.
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Ifeanyi Uche, Nigeria Police Force,
National Cyber Crime Centre

Jimi Falaiye, Regional Manager,
West Africa & Tanzania-SOPHOS

Frederik Soendergaard-Jensen,
COO, LIFU Technologies, South
Africa

@ Mr Fredrik advocated for the use of || @ Mr Jimi emphasized the role of @ The speaker also highlighted the

collaborative measures between
even competitors and the need for
attack surface minimization
strategies.

Stealth systems should be built as

a strategy that guides invisibility to
hackers, as observed in the stealth
mode strategies of Jedi warlords in
Star Wars movies.

Regarding collaborations, the LIFU
Technologies COO highlighted that
Nigeria has recently collaborated
with the EU and INTERPOL.

collaborations as and execution of
national cyber security strategy
frameworks.

@ Collaboration is key, and SOPHOS

engages in telemetry and data
analysis on cyber security issues as
an organization.

@ The SOPHOS executive noted the

need to develop human capital
internally to meet domestic
relevance. Technologies must be
learned and improved to fit
socio-cultural relevance in Nigeria.

center’s challenges regarding
expertise limitations and the need
for a deeper understanding of Al
and threat activities.

@ The police chief opined that security
structures are critical in the
President’s target of achieving a
$1trn economy.

Q@ According to the speaker,
information/intelligence gathering,
analysis, and collaborations such as
that with the UK’s NCA, are critical
in tackling cyber threats and

Governments and private entities
must look at supply chains through
collaborations.

Supply chains and procurement
channels present vulnerabilities, as
observed in the case of Hezbollah
in the Middle East, Mr Frederik
opined.

On ethical considerations' in
enhancing cyber security, the
speaker notes that there is no
out-of-the-box answer but
emphasizeds the need for the
ability to collect and filter data

and remain proactive about threats.

® Simulation Attack Presentation.

Mr Sam OKENYE, Chief Consultant, Bofem
Consulting, presented a cyber attack simulation.

Raffle Draw and Outcome.

Based on the Leaderboard's rankings, the top five
participants, ranked by points earned in the
conference's raffle draw, each received a $100
Amazon gift card (See Appendixii).

Closing REMARKS.

Closing remarks were delivered by Mr. Adeyinka
SHONEKAN, Executive Director, CSCS.

navigating a prospering economy
not forgetting the vital role of
having the right skills/experts for
the job.

Cybercriminal conversion programs
may be a consideration in
harnessing the potential of entities
used for crime for productive
purposes.

Proshare

Conclusion.

Technological evolution and intelligence like Al
have become more integral to the functioning of
all critical infrastructures, and recent years have
seen security structures across the globe face
evolving cyber risks and vulnerabilities. The
evolving conditions demand stronger and more
coordinated responses from all stakeholders. The
CSCS 2024 conference, organized in partnership
with the Office of the National Security Adviser
(ONSA), is a strategic drive towards mitigating all
forms of isolation effect by stakeholders in
Nigeria's cybersecurity landscape. Conference
participants emphasized the importance of
fostering collaboration between public and
private entities in investing in domestic solutions
and critical information infrastructures. This
collaboration is vital for leveraging Al
opportunities to enhance growth, efficiency, and
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trust within the economy and financial markets
while underscoring the urgent need for proactive
measuresto combat cyberthreatsand attacks.

@ Key Takeaways.

@ Technological innovations have become
integrated and a key component of our
daily lives.

Technologies such as Al offer a duality of
opportunities and threats.

@ Al holds great promise; it must be
complemented by the right
infrastructure to harness its efficiencies
and mitigate cyber risks.

@ Security must be deeply integrated at
every levelindigitaloperations, especially
in economies and markets where critical
digital infrastructure is still developing.

@ Protecting and securing critical
information infrastructures will require
investments through collaboration
between all stakeholders.

@ A whole-of-government and
whole-of-society = approach must be
adopted.

(P}

Protecting  digital  infrastructure has

become paramount with the increased
reliance on digital systems.

@
Need for a continuous drive
towards proactive IT- based solutionsin
heightening cybersecurity.

@
There are significant risks to continuously
running some of the Nigerian army'’s
operational plans and procedures on
foreign- based systems.

(P)
Intelligence incorporation and
collaborations must be heightened.

@

Research and development activities
must be  invested in to
understand  the opportunities and
threats emerging technologies

@ continuously present.
Skill gap remains a critical challenge to the
cybersecurity landscape in Nigeria.

The Conference ended at

Terver AUDU, Analyst, Proshare Nigeria
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SEARCH SERVICE

The Global Search service allows investors to search for their investments in listed equities,
bonds and other assets within CSCS depository, irrespective of the time the investment was

made and/or the capital market operator that served as the brokerage agent.

Hence, the Global Search provides investors the opportunity to have a consolidated

statement of all their investments in the capital market, subject to being in CSCS depository.

All'i rporate and individual i who at one time or the other

invested in publicly quoted equities, Federal Government of Nigeria (FGN) Bonds,
Bonds issued by State Governments and Corporate entities and any other financial

asset within CSCS depository.

Benefits of Global Search

It can be used by investors to trace investments made through either an existing or
moribund capital market operators.

It provides full details of investors’ holdings in different financial assets held through
different capital market operators, some of which the investor may have forgotten or may
not be aware of.

The service provides up-to-date information about the capital market and more
importantly, assets owned by the investor, thereby helping investors to keep abreast of
their investments.

How can I access Global Search?

Contact us directly through any of our channels below or through your stockbroker:

= contact@cscs.ng 0700 2255 2727

K1 [ @ EI/cscsNigeria [ Central Securities Clearing System PLC @ www.cscs.ng

www.proshare.co |@

12 0f 16


https://proshare.co/Home/IndividualPricePlan
https://proshare.co/
https://www.cscs.ng/

The Analyst Note. | Proshare ssue Date: Wednesday, December 4, 2024 Report on The y 24: Cybersecurity Synergizing Al and Infrastructure.

Appendix

THE CYBERSECURITY CONFERENCE 2024: FIRE SIDE CHAT
AND PLENARY SESSIONS

Ibukun ADEBAYO Ahmed Saad ABUBAKAR Emmanuel UNDIANDEYE Kudayasi AYANUGA
¢ National Cybersecurity Deputy Director ICT, Commander Nigerian
Coordinator, ONSA Nic =fence Army Cyber Warfare
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Non Executive Director CEQ Hackerbella Limited MD Splitar Limited,
Fidelity Bank VFD Group

\ 4
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Plenary Sessions
Break Out
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Tobe NNADOZIE Walid Bou ABSSII Rex MAFIANA Adedoyin ODUNFAA
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Plenary Sessions
Break Out
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Director, Cybersecurity Clinic, Director-General, MUHAMMAD YAU Director,
NSA, United States ! f Information Director, Cybersecurity Software Chairman,
Jevelopment Training Institute Signal Alliance

Moderator Technology Holding
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Bello HAYATUDEEN Frederik Jimi FALAIYE
Dttt it-fists Seetor SOENDERGAARD-JENSEN Regional Manager,
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Appendix ii: Raffle Draw leadership Board and Event Images:

1 @ StaNbic IBTC SBG Insurance Brokers.

r_vaEROsnc sa h Cyberpedla}mwmaammmum

| a e @] S

FIRESIDE CHAT :
THE STATE OF nergizing ture ; cv;:g.
’ N

CHALLENGE!
INFR,

al“f Y J
)} -

The Rapporteurs Report on The Cybersecurity Conference 2024: Cy i izing Al and

Related Items.

1.

10.

.

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

CSCS Wins Capital Market Infrastructure
Developer ofthe Year at BAFI Awards 2024.
Temi Popoola Calls for Unified Cybersecurity
Strategiesat CSCS Conference.

CSCS Strengthens Board with Appointment
of Bola Adesola and Aisha Muhammed-
Oyebode as Directors.

NGX Group GMD Elected CSCS Chairman.
CSCS Advocates FinTech innovation for
Inclusive Capital Market.

BAF|2023: CSCS Bags Digital Transformation
and Cybersecurity Advocate of The Year
Award.

NGX Working with CSCS, Euroclear to Create
Dollar Settlement Platform for Fintechs.
FMDQ Holdings Plc Acquires 21.6% Stake in
CSCS.

NGX Congratulates CSCS on 25th
Anniversary, Urges Increased Synergies.
CSCS Set to Broaden Conversation on
Cybersecurity in Nigeria.

CSCS Plc Joins ISSA’s Board; Appoints CEO
HarunaJalo-Wazirias Board member.
CSCS Grows Revenue by 39.2%,
Shareholders Total Dividend of N3.7bn.
CSCS' Chief Executive, Jalo-Waziri, elected as
Vice President of AMEDA.

FMDQ Group May Pay N20bn to Acquire
21.6% Stake in CSCS.

NGX Partners BUA Group, CSCS, and Other
Private Sponsors to Host Capital Markets

Pays

Conference.

CSCS Wins Depository, Custody Company of
the Year Award.

CSCS Board Re-appoints Haruna Jalo-Waziri
for Another 5-Year Term.

CSCS Bags Prestigious Market Choice Award
for Enhanced Collaboration with Market
Participants.

NSE CSCS joint Workshop for Capital Market
Correspondents301012.

2021: CSCS Makes Commitment to Effective
Collaboration for Market Stability.

CSCS Sensitizes Financial Market
Stakeholders On The Value Of Cyber-
Security.
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